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(RLSA) [5], [6].

However, we implemented it us-

ing morphological operations. Two closing lters are
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used to link together black pixels if the distance be-
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tween them is less than a threshold. This process is
performed using vertical and horizontal structuring

1. Introduction

elements, generating two images.

Semi-fragile authentication of hardcopy documents
is a technique designed to detect any visually signicant alteration in a document, while ignoring incidental alterations, like distortions resulting from
print-scan operations, photocopies, rotations, scalings, translations and minor stains on the paper. It is
meant to substitute the use of notarial authenticated
photocopies.

However, to our knowledge, there is

still no functional authentication system for printed
documents, only for documents in digital form [1].
A semi-fragile authentication system is composed
of three sub-components: perceptual hashing, cryptography and data hiding.

This work is concerned

with the rst sub-component. The perceptual image
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is a value that iden-

It is also called robust visual hashing or

media hashing [2], [3], [4]. Moreover, given two images

A
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the distance
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the hashings must be somehow proportional to the
perceptual visual dierence of the images

A

and

B.

To our knowledge, no perceptual hashing has been
proposed for document authentication and perceptual hashings for continuous-tone images cannot be
directly applied to authenticate documents. Behera
et al.

The AND oper-

ation between them yields the segmentation (Fig-

[5] have proposed a perceptual hashing that

uses low resolution image of the document as the input data for document retrieval. However, it cannot
be used for document authentication, because authentication must detect even the alteration of a single character and must use high-resolution images.
This on-going work intend to propose a perceptual
hashing for the document authentication.

2. Segmentation and Classication
Our method applies a bottom-up approach. First, a

ure 1).
After the block segmentation, our program classies the blocks in two categories: texts and images.
The classication is based on the blocks height, number of black pixels and number of black-white transitions. Text blocks usually have low height and low
number of transitions, while images have a higher
value for those parameters [6], [7].

3. Feature Extraction
After the block segmentation and classication, the
most adequate algorithm is used to extract the authentication index (or the string of features) from
each block.
An OCR program recognizes the string of characters that makes up the text blocks and this string
itself is used as the authentication index.

The un-

derlying idea is that the document is authentic only
if its composing characters were not modied.

It

is possible to include also the sizes or the formats
(italic, bold, etc.) of characters in the features.
The features of an image/halftone block are computed using an idea similar to [8]. However, we use
a multi-scale quad-tree-based approach, instead of
the original raster-order approach. We compute the
mean grayscale m0 of the image.

Then, the im-

age is divided into four subregions and their mean
grayscales

m1 , m2 , m3

and

m4

are calculated. The

four extracted feature are the results of the compar-

m0 of the parent
m1 , m2 , m3 and m4 . The

isons between the mean grayscale
image and of its osprings

result of each comparison can be less, more or undened.

This process is applied recursively, until

obtaining enough number of information to authenticate the image.

median lter reduces noise from the document im-

The information extracted from the blocks can be

age. Then, a morphological segmentation algorithm

compressed with a one-way hashing algorithm, like

is used to separate the document in blocks and each

SHA-1.

block is classied as text or halftone/image.

pher, like RSA.

Then, it is ciphered using a public-key ci-

The segmentation algorithm is very simple and

The document signature can be stored indepen-

similar to the Run Length Smoothing Algorithm

dently of the image, or can be inserted into the im-
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(a)
Figure 1.

(b)

Segmentation using the morphological version

of the RLSA algorithm.

(a) Original document.

(b)

Boxes representing the document segmentation.

age using a barcode, or some data-hiding technique
like [9]. Then, a document can be authenticated by
extracting its signature from its content and comparing with the stored signature.

If the signatures

match, the document is successfully authenticated.

4. Partial Results
The segmentation was already implemented, using
the morphological version of RLSA. Figure 1 shows
a document image and its segmentation results. The
block classication step is being nalized. After that,
the remaining steps will be implemented.
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